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Why does this matter?



Trend:

"The disparity between the banks that thrive and those 
that merely survive will continue to grow over the next 
decade and will be dependent on the level with which 
they choose to embrace technology."
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What we’ll talk 
about

-Business Email Compromise (still)

-Artificial Intelligence

-Deepfakes

-Old and New Threats

-What you can do!
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About Bedel Security

• Founded in 2015

• Focused entirely on Virtual CISO offering 

• Exclusively work with community financial institutions

•Using our proprietary CySPOT™ platform

•Clients from Boston to Seattle; from Houston to 
Bismarck

•Clients ranging in size from $45MM in assets to over $9 
Billion
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Business Email Compromise
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Artificial 
Intelligence



Now (2025)
• Threat Detection
• Fraud Detection
• Meeting Minutes
• Marketing copywriting / 

brainstorming
• Chatbots
• Coding
• Credit Decisioning (!)
• AI-generated AI
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Trend:

AI won’t replace you in your job…
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… someone who uses AI will.
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3 Year (2028)
• AI achieves human intelligence 

(AGI)
• Integration into almost every 

application you use – including 
banking

• Enhanced risk management 
• Humanoid robots in 

manufacturing, service, homes
• Robotaxis prevalent
• Threat actors will continue to 

exploit these resources!
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Trend:

Deepfake audio attacks will be the next big 
wave of social engineering to hit the banking 
industry.
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Deepfakes

• Video and Audio

•Getting easier and better

•How are you verifying your 
customers? Your 
employees?
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What are the internal risks of AI?

• GLBA/Confidential data 
exfiltration

• GLBA/Confidential data 
used to train LLMs

• Biases in decision making 
(Credit/Lending)

• Hallucinations

• Shadow IT

• Technical Atrophy
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If AI is not for you:
(or not right now)

• Risk Assessment (light)

• AI Policy

• Train your people

• Block sites in webfilter/DLP

• Check with your vendors
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If you choose to implement AI

• Form a committee

• Risk assess (deeper)

• Policy

• Tell your examiners

• Enterprise Copilot
• Test configurations
• Test permissions

• Train your people
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Trend:

Criminals don’t care what the attack is, as long as it 
profitable.  That means they’ll re-use attacks when we let 
our guard down.
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Trend:

The threat of nation state actors will continue to increase 
in the coming years.
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What do we do about it?



The 6 Mistakes in 
Cybersecurity

1. Disengaged leadership

2. In the weeds

3. Unwilling to invest in IT
4. Unsure what “good” looks like

5. Inexperienced information 
security officer

6. Lack of independence
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Mistake #1: Disengaged Leadership

“Cybersecurity? That’s IT’s 
problem”

“We only had a few findings 
on our exam, so we must be 
good”

“You can look into rolling that 
out after I retire in a couple of 
years”
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Mistake #2: Getting 
Into the Weeds

Obsessing over the “threat 
of the day”

Buzzword fixes (Zero Trust, 
AI, etc.) without foundation

Very reactionary – without 
big picture
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Mistake #3: Not Investing in IT

You can’t secure weak IT 
infrastructure

Risk: stalled programs, 
frustrated staff

This is your frontline 
defense
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Mistake #4: Not Knowing 
What ‘Good’ Looks Like

It’s hard to govern what 
you can’t define.

Collectively, we must 
build this muscle 
memory.

| www.bedelsecurity.com | (833) 297-7681 | support@bedelsecurity.com



GLBA Report

• Policies

• Strategic Plan

• Business Continuity

• Audit & Exam

• Risk Assessments

• Incident Response

•Cyber Framework (CSF)

• Third Party Due Diligence

•Cyber Insurance

• Employee Training

• Social Engineering Testing

• Vulnerability Management

• Risk Appetite Statement

•Overview & Summary

| www.bedelsecurity.com | (833) 297-7681 | support@bedelsecurity.com



Mistake #5: 
Inexperienced ISO

Has no desire to be ISO

Has the desire, but lacks 
the knowledge and 
expertise
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Mistake #6: Lack of Independence

IT and Security ≠ same role

IT = innovation, speed | Security = 
brakes, caution

Healthy tension is required

Independence now flagged by 
examiners
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Role Should NOT be doing

CISO, ISO, or Security Leadership IT Leadership (CIO), IT Support, IT Networking, IT Administration, 
Core Banking, Audit, Pen Testing, Monitoring

IT Dept. or Managed IT Vendor ISO, CISO, IS Leadership, Pen Testing, Audit

Core Provider ISO, CISO, IS Leadership, Pen Testing, Audit

Auditor IT Leadership (CIO), IT Support, IT Networking, IT Administration, 
Core Banking, Monitoring, ISO, CISO, IS Leadership



Tips to avoid the 6 mistakes:

1. Ask the right questions

2. Stay at a strategic level

3. Invest in IT

4. Expect a repeatable security program

5. Work with an experienced Information Security Officer

6. Ensure independence
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Questions?
Chris Bedel, CISM

812-552-2258 x700

chris@bedelsecurity.com

Our Book: 
https://www.bedelsecurity.com/bos-
book
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